Security and Authentication
Pinnacle Series

Single Sign-On and
Password Settings

Single sign-on is an authentication method
that allows users to sign in using one set of
credentials to multiple independent
software systems.

With SSO, users can access all
needed applications without
being required to authenticate
using different credentials.
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Overview

This guide offers a comprehensive, step-by-step tutorial on setting

up Single Sign-On (SSO) for seamless synchronization between
your identity provider or SSO Service and Pinnacle Series. By
following these instructions, you can establish a streamlined and
secure user experience, enhancing the efficiency of your

authentication process.

Microsoft renamed Azure Active Directory [Azure AD) to Microsoft
Entra ID in January 2024. The names Azure Active Directory,
Azure AD, and AAD are replaced with Microsoft Entra ID.

Benefits of Microsoft Entra ID
Single Sign-On

Pre-Requisite Checks and
Recommendations

Password Authentication
Settings

Tactical Guidance
e SAML
e OpenlD
e Exchange Web Services
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Benefits of Microsoft Entra ID
Single Sign-On:

Unlock streamlined access, heightened security, and efficient user
management with Microsoft Entra's federated single sign-on. This
method, compatible with SAML 2.0 applications, seamlessly

authenticates users through their Microsoft Entra accounts,
reducing password hassles.

Streamlined Access:
o Microsoft Entra ID SSO allows users to access multiple applications with a
single set of credentials, reducing the need for multiple logins and simplifying

the user experience.

Enhanced Security:
o By centralizing access controls, Microsoft Entra ID SSO helps organizations
enforce consistent security policies, ensuring that users only have access to
the resources they need. This contributes to a more robust security posture.

Efficient User Management:

o The configuration of Microsoft Entra ID SSO simplifies user provisioning and
de-provisioning, enabling IT administrators to manage user accounts more
efficiently. This is particularly beneficial in dynamic and rapidly changing
organizational environments.

Password Efficiency:
o Microsoft Entra ID SSO streamlines user experience by requiring only a single
set of credentials, reducing both IT support burden and potential password-
related issues.

Enhanced Security:
o With multi-factor authentication support, Microsoft Entra ID SSO adds an
extra layer of protection to sensitive data and applications, fortifying the
authentication process.
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Pre-Requisite Checks and
Recommendations

Microsoft Entra Subscription
and Permissions

» Microsoft Entra subscription
* One of the following roles:
o Global Administrator
o Cloud Application Administrator
o Application Administrator
o Owner of the service principal

e Ensure that you have Pinnacle
Series administrator permissions
Before proceeding

@ Network Connectivity: with the configuration,

. - ensure that the
» Check for stable internet connectivity

as configuration processes may
involve online authentication and
data synchronization.

pre-requisites are in
place.

@ SAML vs OpeniID vs Exchange Web Service

« We recommend SAML or OpenlD for SSO configuration as they are designed
with security best practices in mind, including token-based authentication
and secure assertions.

e Exchange Web Service is not a dedicated SSO protocol, and using it for
authentication purposes may introduce security risks. Additionally, it's
important to note that Microsoft has announced the retirement of this
service by the year 2026.
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Key Considerations
SAML vs Open ID

Maturity and Adoption:
e SAML has been around longer and is a widely accepted standard for SSO
In enterprise environments. It has a proven track record and widespread
adoption, especially in scenarios where SSO is critical.

Assertion-based vs. Token-based:

e SAML is assertion-based, while Openl|D is token-based. Some
organizations prefer assertions as they are XML-based and can be easily
parsed and processed. This can be beneficial for certain integration
scenarios.

Fine-Grained Access Control:

« SAML supports more granular access control through its Attribute
Statements, allowing for the exchange of additional user attributes along
with authentication. This can be useful in scenarios where detailed user
information is required for authorization decisions.

Legacy Systems:
¢ If you have existing systems that already use SAML for SSO, it may be
more straightforward to continue with SAML to maintain compatibility
and avoid the need for additional infrastructure changes.

XML vs. JSON:

« SAML messages are typically XML-based, while OpenlD messages use
JSON. Depending on your existing infrastructure and preferences, you
may find one data format more compatible or easier to work with than
the other.

Security Features:
« SAML has been designed with security as a top priority and includes
features like digital signatures for messages and assertions, which can
enhance the overall security of the SSO process.
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Password Authentication
Settings

+ Begin by logging into your Pinnacle Series web tenant and log into the Admin
Portal.

+ Navigate to the Security and Authentication menu, then review the Password
Authentication section.

Admin Home

Welcome to the Administration Portal

— _ﬂﬁnahy

Security & Authentication ¥

Password Authentication n

Password Cannot Match

Use Complex Passwords z
Previous

10 Password(s)

Remove 'Forgot Password’ Availability for Users

Password Expiresin ag Days

e Password Authentication settings provide administrators the ability to place
requirements on Pinnacle Series login passwords such as:

o Complexity - Complex passwords often include a combination of
uppercase and lowercase letters, numbers, and special characters.

o Expiration intervals - How frequently users are required to change their
passwords

o Historical matching - Historical matching involves preventing users from
reusing old passwords when creating a new one.

WWW.EAGLEPOINT.COM PAGE 1
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Password Authentication
Settings

« Configure ‘Use Complex Passwords’:

o Toggle on the "Use Complex Passwords" option.

o New passwords must meet the following criteria:
= Minimum of eight characters
= Note maximum character length for complex passwords is 20
= At least one uppercase and lowercase character
= Must contain at least one special character (e.g., exclamation point or

dollar sign)

« Configure Password Expiry:
o Toggle on the "Password Expires" option
o Define the interval for password expiration within the "Days" field (e.g., set
it to every 90 days)

« Configure Historical Match Period:
o Toggle on and define the historical match period for passwords
o This restricts the reuse of recent passwords, enhancing overall account
security

« Configure Remove Forgot Password:
o Toggle on the "Remove Forgot Password" option
o This restricts standard end users from the self-service function of resetting
their password
o Organizational administrators must initiate the reset of any Pinnacle
Series login credentials

Conclusion

These configurations contribute to a more secure environment by enforcing
complex password requirements, managing password expiration, and limiting
the ability to reuse historical passwords.

WWW.EAGLEPOINT.COM PAGE 2



TACTICAL GUIDANCE
SAML Configuration

An SSO implementation based on federation protocols improves
security, reliability, and end user experiences and is easier to
implement.
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Microsoft Entra ID SSO
Configuration

e« Within the Microsoft Entra ID Admin Portal, select the Microsoft Entra |ID
Service.

« Navigate to ‘Enterprise Applications’ on left-hand side of screen
o Select ‘New Application’.

= . o = 5 s r fom LisaTaylorEPPoutiookc... @
= Microsoft Azure B Search resources senices. and docs (Ge/) al Y 2= B R DERAT Dotconr D

21 Enterprise applications | All applications X
ams

Jelauilt Diepctory - Microsolt Enire

+ New apphication | () Refresh 4 Download (Export) @ Preview info = Columns Fal Preview features A Got feedback?

Overview . s pc l
i Overvew Wiew: filter, and search applications in your organization that are set up 1o use your Micrasoft Entra tenant as their identity Pravider
# Duagnose and solve problems The list of applications that are maintained by your crganization are in agplication iegistrations
Manage ¢ application narme or object Application type == Enterprise Applications Apphcation 1D starts with T Add filters
B Al spplications
T — Mame T4 ObjectiD Application ID Hemepage URL Created on t1  Certificate Expir... Active Certi
B User settings m P Marager T.. 74e2041b-Bb8-48d.  0a271677-3dab-416¢ os/12/2022

e Name application:
o ‘PinnacleSeriesSSO’ or
o 'ProductivityNowSSQO' or
o Something easily identifiable, with no spaces between letters.
e /fyou've already created an app for Active Directory sync, we
recommend using a similar naming convention).
» Leave as ‘Non-Gallery App' (see screenshot below) and click ‘Create’

Hame > Default Directory | Enterprise applicatons > Enterprise applications | All applications

Create your own application X

Browse Microsoft Entra Gallery

A Got feedback?

If you are developing your own application, using Appication Froi
ery

want to integrate an
applic ¥, YOU G create your owt appl g

1 hete.

1 apphcation Single Sigm-an : Al User Accomnt Managem
Cloud platforms
Amazon Web Services [AWS) Google Cloud Platform
~— ]
Google Cloud
SAP

Croate
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Microsoft Entra ID SSO User
Assignment

» When configuring your SSO application in Azure, you have two options for
specifying which of your users can utilize SSO in the Pinnacle Series platform.
The options are based on the Yes/No value of the Assignment Required field,
found under Manage > Properties.

it EP Manager Test | Properties

wl= e | B »

o e e

Aatheity

» Restrict access to specific Users and Groups (Assignment Required = “Yes")
o Ifyou only want to grant SSO access to certain users, or groups of users,
you would set the Assignment Required option to “Yes”, then hit Save
near the top left.

HE EP Manager Test | Properties

B overview

I} Deployment Plan

=] aave g7 Owsr '\'. Got feedback?
amepace LR
= Loge
A Diagnose and solve problems
Managa
il Propari %

i Properies s il
B Owieis -
pplicati Oa27 1677 -3cdafi-416F-B39-Satfe 1687 mek h
- s d admi
Object ID T4e2043b BbiB-48cke-paa 341 c% 5
8 u e groug
L 4 Visitle 1o v
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Microsoft Entra ID SSO User
Assignment

s Allow SSO access to all users with a Pinnacle Series account (Assignment
Required = “No”")
o If you would like anyone at your organization with a Pinnacle Series
account to utilize SSO, you would set the Assignment Required option
to “No”, then hit Save near the top left.

'|'! EP Manager Test | Properties

Got feedhack?
o vy
Diey Han
_ . ) Loge
K Diagnase and solve problems
Manage

! Properties + o file E
& Owners
Application 1D 0a271677-3dab-4161-Bf39-6a5ke 1587t n
& Role T
= 7e2043b. Bbi8-48de-aan2-041cGe1deBOS
D Single sign-of Rarlpmet ceiied e ‘
5 Provisioning bie 1o users? e
B Application prosy
M
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Microsoft Entra ID SSO User

Assignment

o Once saved, if you set ‘Assignment Required’ to ‘Yes', then navigate to
“Users and groups” under the Manage section
o Choose Add user/group

Ja EP

prise Application

+ Add user/aroup
I§ Overview = |—L”" e i

[ Deployment Plan

# Diagnose and salve problems

Manage

£ First 200 shown, 1o

Il Properties

& Owners Display Mame

& Roles and administrators
& Users and groups |

Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration

] . Lisa TaylorEP

Manager Test | Users and groups

== Calumns A7 Got feedback?

0 The application will not appear for assigned wsers within My Apps. Set ‘visible to users?' to yes in properties to enable this, =

search all users & gro

Object Type Role assigned

User Default Access

o Click “None Selected” under the appropriate headings to search for the

users/groups.

o Once a user is found in the search, click their name, hit Select, then click
Assign at the bottom left of the ‘Add Assignment’ screen.

Home > Default Directory | Enterprise applications » Enterprise applications | All apphcation EP Manager Test |1 and group
|Add Assignment |
Delault Direciory
A\ Groups are nat available for assignment due to your Active Directary plan level, You can assign individual wsers to
1he R}Iill:rﬁ:rilh.
Users
None Selected
Celact 3 yole = Microsoft Azure O Sanich iesources, sewices, and docs (Ga) anmn—-.
Horme Dt
i Users
Add As
Try thanging ar adding filters if you don't see what you're Iooking for Selected (1)
db Gous  Seech
||||| -f a Anrie Architect i
5 results found ne
U
>3 All - Users
Meone Setec)  —
Select a role
Hame Type Deetadls
B @ Aoichchi User
[
@  Usarewbe
(v
@ veaTayior o
[
[ ] a TaylorEP &
@ Tina Manags Lis
i
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Microsoft Entra ID SSO
Configuration - SAML

¢ Select ‘Single sign-on'.
o Choose SAML.

Home Default Directory | Enterprise applications Enterpnse applications | All applications » Browse Microsaft Entra Gallery > My Applicatior
5 My Application | Single sign-on
B Owniew

[ Deployment Plan

#. Dhagnose and solve problems

Manage

Select a single sign-on method  Help me decide

I Properties

& Ouners
Disablod SAML
& Roles and administrators ® 5 ; ST
Single sign-on is nok emabled. The user Rich and secure authentication to
& Usersand groups won't be able to launch the app from apphcations using the SAML {Security
Lisers and gro P
My Apps Asserion Markup Language} protocel

& Provisloning

B Application prosy

e Select ‘Edit’ in Section 1. (Basic SAML Configuration)
.. EESe

edmult Director

My Application | SAML-based Sign-on

sdats flle %) Thange single sgn-on mode m Got feedback

¢ Click “Add Identifier”

« Under Identifier (Entity ID), enter the app name (e.g. PinnacleSeriesSSO
or ProductivityNowSSO).

¢« Make sure the box for ‘Default’ is checked.

Basic SAML Configuration

a9 Got feedback?

Identifier (Entity ID) * G

The urmgue 10 that identifies your application to Microsoft Entra ID. This value must be unique across all applications in your

Microsoft Entra tenant. The default identifier will be the audience of the SAML response for [DP-initiated 550,

Default

PinnacleSeries550

WWW.EAGLEPOINT.COM PAGE 5
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Admin Browser Configuration -
SAML

o Next, with Azure still open on the edit screen from, open a browser window,
log into the Pinnacle Series portal, and launch the Administration Portal.

» Once launched, select Security & Authentication, then choose SAML
>Configure which will open up the configuration window.

Security & Authentication

Single Sign-On Authentication

The bottom section of the Configure SAML window contains URLs that are
needed for your identity provider setup.

You will need the ‘Redirect URL' for the Microsoft Entra ID configuration
that follows.

From within the Configure SAML window, copy the Redirect URL

Your Identity Provider (IP) may require the following information to complete the setup:

Redirect URL

From URL

App Image URL

WWW.EAGLEPOINT.COM PAGE 6
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Admin Browser Configuration -
SAML (Continues)

e Paste the Redirect URL into the Reply URL section in Azure (see
screenshot below), then hit Save at the top. (you will need to click “Add
Reply URL" to display the text field). If the settings won't stick, or the
Save button does not become active, then ‘Refresh’ Azure.

— Microsoft Azure £ Seaich iesolaices services sned docs [G4/) e
Hame » Default Directory | Enterprise appications 7 B ' Hacie SAML Configuration | %
My Application | SAML-based Si

Hrmm f3 Got feedback?

Identifier (Entity 10) *

¢ st be uniguse across all applications in your
ponve for \DP-indioted 550

Marage

Fapl
Sign - Sign on URL (Opticnal)

[

* Once the Identifier and Reply URL are saved in Microsoft Entra ID

o Go to Section 3
o Click ‘Download’ next to ‘Certificate (Base64)’
o Note where it gets saved on your machine

= Microsoft Azure B Saarch resources, senvices, and docs {G+/) OERKULT DIRECTORY

Hame > Default Directary | Enterprise spplications > Enterprise applications | Al applications > Browse Microsoft Entra Gallery » My Application

My Application | SAML-based Sign-on X
T Upload metadata fle  *) Change single sign-on mode &) Got feedback?

B Overview

ﬂ] Deployment Plan o
SAML Certificates
A Diagnose and solve problems
Token signing certificats Z Edit
Manage i v
Active
I Froparties print 9166E450AEAABICC2CAETOT0BAZISE3411DBICOC
Exparation 15/07/2028, 160414
& Owners Notification Ema. LiaTaylorEP@outlook com
= App Federation Metadata U hitps://login microsottonline com/o 1720599 -eacd.. T
. Roles and administrators
ate (Basebd
& Users and groups [LETT] 2l

3 Single sign-on
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Admin Browser Configuration -

SAML (Continues)

« Next, go down to Section 4 and copy out the Login URL

— Microsoft Azure B Seaich resources, services, and docs (G+/)
I I et ilicat All sslications > Browse Micrasaf

My Application | SAML-based Sign-on
Upload metadata fle ) Change single Sign-an mode

Verlfication certificates [optional)

e comyb1 T2e599-eacs s |

Ihttps://ste windows:net'h 17

99 -gach-4265- bt

Racuiwed Mo
Expued
Manage
1l Properties "
i @ Set up My Applcation
B Owners
¥ou'll need to configure the application to link with Microsoft Entra (D,
4. PRoles and ad %
& Users and gr
2 single sign

itpn/fogin mecrasal

fonline comfb172e599-sacd s ]

e Go back to the Configure SAML screen in the Administration Portal

o Select ‘Browse’ by certificate. Upload certificate file to Administration Portal (7

below)

o Enter your Azure SSO application name exactly how it shows in Azure (e.g.
PinnacleSeriesSSO) for 'SAML Issuer 1D’ (2 below)

o |In Email Parameter Field, type “Emailaddress” (3 below), which indicates that

SSO will look at your user's email address for authentication

Configure SAML

User identity Provider url without SAML request data. This

Browse for file

mn if the designated service is
SAML requast

n Upfoad SAML Metadata File Browse for file

¢ Once finished, hit Save, and it will prompt you to test the SSO configuration
using your email address. If the test passes, SSO is now successfully configured

and running for your organization!

WWW.EAGLEPOINT.COM
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SAML Configuration -
OKTA

Let's explore the nuances of Okta SAML configuration for enhanced
identity and access management.
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Okta SSO Configuration - SAML

To configure your SAML application in Okta you'll need the Pinnacle Series
URLs found within the Admin Browser > Security and Authentication > SAML
> Configure.
+ Configure your SAML application in Okta for your Pinnacle Series tenant.
o Copy and paste the Redirect URL from Pinnacle Series into the Single
Sign-On URL field in the SAML Settings (Ref 1)

Your |dentity Provider (IP) may require the following information 1o complete the setup.

e (1) Redirect URL
: (2) From URL

Redirect URL

The Redirect URL is required for OKTA to forward on the authorization packet to
Pinnacle Series for user sign-in. This URL is unique to your organization and includes
within the URL string the Pinnacle Series Application!D along with your organization's
TenantlD for the platform.

o Copy and paste the From URL: from Pinnacle Series into the Audience
URI (SP Entity ID) field in the SAML Settings. (Ref 2)

From URL
The From URL is the landing page for the Pinnacle Series Browser sign-in. For Eagle
Point Customers this will be: (https:/portal.pinnacleseries.com/#/login)

o In your SAML Settings, in the Application username droplist select Email.
(Ref 3)

(1) Redirect URL »
(2) From URL »

(3) Select Email *

WWW.EAGLEPOINT.COM PAGE 1
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Okta SSO Configuration - SAML

Configure Pinnacle Series Admin Browser for your SAML application in
Okta.

« Copy and paste the Identity Provider Single Sign-On URL from your SAML
application into the Identity Provided URL field in Pinnacle Series (Ref )

« Copy and paste the Identity Provider Issuer URL from your SAML
application into the SAML Issuer ID field in Pinnacle Series. (Ref 2)

« Copy and paste the X.509 Certificate: from your SAML application into the
Certificate File (x509): field in Pinnacle Series. (Ref 3)

« |In the Email Field: in Pinnacle Series enter the email attribute that will be
returned from your SAML application. The default attribute
(EmailAddress — case sensitive) can be used or a custom attribute that
returns the user's email. (Ref 4)

Configure SAML
(1) Identity Provider Single Sign On URL | | ustss cesess sie usos Browse for fle (3)
) dentit der 4 SAML req data. T otion sh
(4) : EmailAddress
Upload SAML Metadata File Browse for Tile
(2) |dentity Provider Issuer

WWW.EAGLEPOINT.COM PAGE 2



PINNACLE SERIES

o EAGLE POINT
-y SO W A RE

Okta SSO Configuration - SAML
(Continues)

Identity Provider URL:
The Identify Provider is required to redirect the user from the Pinnacle Series
sign-in to the Identity Provider sign-in page.

Email field name returned from IP:

The user email attribute must be returned to Pinnacle Series to access the
user account in Pinnacle Series. The default attribute defined in most
identity provider protocols is NamelD (case sensitive). If configured
differently in your identity provider application use the appropriate attribute
name to return the user's email.

Certificate File (x509):
The certificate file is required for authentication and authorization. This can
be copied/pasted from the identity provider application or imported from a

file.

SAML Issuer ID:
The Issuer |ID can be copied and pasted from the identity provider
application configuration.

Authenticate the SSO configuration.
e Click OK on the Configure SAML dialog box and Pinnacle Series will
authenticate your configuration.

o Use your SSO credentials to validate the authentication with your
SAML application.

o If your authentication fails check that all the parameters are matched
up correctly and try again. If the authentication continues please log a
support ticket referencing the error message you receive upon
validation.

WWW.EAGLEPOINT.COM PAGE 3



TACTICAL GUIDANCE
OpenlD Configuration

OpenlD allows individuals to use a single set of credentials, typically in
the form of an OpenID identifier, to access multiple platforms,
eliminating the need for separate usernames and passwords.

PINNACLE SERIES
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Open ID - How does it work?

OpenlD is an open standard and decentralized authentication protocol. It
allows users to be authenticated by co-operating sites (known as relying
parties, or RP) using a third-party service, eliminating the need for
webmasters to provide their own ad hoc login systems, and allowing users to
log into multiple unrelated websites without having to have a separate
identity and password for each. The primary goal of OpenlD is to eliminate
the need for separate usernames and passwords for each site, making the
user experience more seamless.

Here's a basic overview of how OpenID works:

User Registration:
o Users register with an Openl|D identity provider (IdP). This could be a
dedicated Openl!D provider or a service that supports OpenlD.

Authentication Request:
o When a user tries to access a website or application that supports
OpenlD authentication, the site sends an authentication request to
the user's chosen OpenlD provider.

User Authentication:
o The OpenlD provider authenticates the user using their credentials
(username and password or other authentication methods).

Authorization:
o After successful authentication, the user is asked to authorize the
release of certain information to the relying party (the website or
application requesting authentication).

Assertion:
o The OpenlD provider sends an assertion (a digitally signed statement)
to the relying party, confirming the user's identity.

Access Granted:
o The relying party uses the assertion to log the user in, and the user
gains access without the need to create a new account or remember
a separate set of credentials.

WWW.EAGLEPOINT.COM PAGE 1
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Admin Browser Configuration -
OpenlD

« From the Security & Authentication Menu within the Pinnacle Series Admin
Portal mark the indicator field next to OpenlD, then select ‘Configure’

Security & Authentication (1]

Configure OpenlD

Your Identity Provider (IP) may require the following information to complete the
setup:

Consumption URL: From URL:

em 1 em 2

» Copy and paste the Consumption URL (ref1) and the From URL (ref 2) into
your identity provider's application.
* Inthe upper section of the Configure Openld window, you will need to
enter information from your identity provider's application.
o In the Ildentity Provider URL (ref 3), append the default application
server path.
o In the Signing Key URL(ref 4), append the default application server
path to include the extended path.
+« The Client ID field (ref 5) requires the application title from within your
identity provider’s application.
» Select Save to apply your configuration.

WWW.EAGLEPOINT.COM PAGE 2
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Openl|D Cons

iguration
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Let's explore the nuances of OKTA OpenlD configuration for
enhanced identity and access management.
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SSO Configuration - OpenlID (Okta)

To configure an OpenlD application in Okta you'll need the Pinnacle Series
URLs found within the Admin Browser > Security and Authentication > SAML
> Configure. These URLs are unique to your organization and to your
Pinnacle Series service provider.

+ Copy and paste the Consumption URL (ref 1) and the From URL (ref 2) into
your identity provider's application.

Configure OpeniD

Signing Kew URL 4

Your ldentity Provider (IP) may require the following information to complete the
setup:

Consumption URL: From URL:

e =

¢ Inthe upper section of the Configure Openld window, you will need to
enter information from your identity provider's application.
o Inthe Identity Provider URL(ref 3), append the default application
server path.
o Inthe Signing Key URL (ref 4), append the default application server
path to include the extended path.

e The Client ID (ref 5) field requires the application title from within your
identity provider's application.
¢ Select Save to apply your configuration.

@':.'.'.' Setting

(1) RedireCt URL ety s senim o

(2) From URL ety icoveinsrum e o

(3) Select EMAIIAQArEsS g o
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SSO Configuration - OpenlD
(Okta) (Continues)

Configure Pinnacle Series for your OpenlD application in Okta.
¢ Copy and paste the Issuer URI: from the API Application Servers in your
OpenlD application into the Identity Provider URL: field in Pinnacle Series.
« Togetthe Issuer URI you must go to Okta and then, go to Security > API. You
will find a list of Authorization Servers, copy the Issuer URI from the server

you want to use.

Authorization Servers

@ Add Authorization Server

Name Audience Issuer URI

/default Active » k4

default apif/default https://

* Append the Issuer URI path in the Identity Provider URL: to include
MN/authorize. (ref 1)

Configure OpeniD
1 wentty Prodder URL - |ssuer URI.../v1/authorize cientio Glient 1D 3

2 sgngkeyuil.  |ssuer URN.../.well-known/openid-configuration

Your |dentity Provider (IP) may require the following information to complete the setup:

Consumption UAL: [From LIRL:

* Append the Issuer URI path in the Signing Key URL: to include
[.well-known/openid-configuration (ref 2)

WWW.EAGLEPOINT.COM PAGE 2
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SSO Configuration - OpenlD
(Okta) (Continues)

¢ Next you will need to copy the Client ID.

o Navigate to Applications tab, you should see your app. Then click on the
app, click General tab on the app, and scroll down to see Client
Credentials section. You'll be able to see the Client ID and Client Secret
there.

o Paste the Client ID: field into the Pinnacle Series admin browser, OpenlD

configuration pop-up as per (ref 3) below.

Client Credentials

Client ID

Client secret

Configure OpeniD
gty Prouer VAL |ssuer URIL../v1/authorize cuats Client ID

sging KeyURL — Signing Key URL/....well-known/openid-configuration

Your ldentity Provider (IP) may require the following information to complete the setup:

Consurmgrtion URL: From URL:

E3

* Get the Client ID and the Client Secret in Applications > Applications. Copy and
paste the Client ID: from the Client credentials, in the General Setting of your
OpenlD application into the Client ID: field in Pinnacle Series.
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SSO Configuration - OpenlD
(Okta) (Continues)

» Identity Provider URL:

o The Identify Provider is required to redirect the user from the Pinnacle
Series sign-in to the Identity Provider sign-in page.

e Client ID:

o This field is populated with the Client ID from the Identity Provider
application.

« Signing Key URL: (Required)
o This URL points to the dynamic certificate used in the OpenlD
configuration.

Authenticate the SSO configuration.
e Click OK on the Configure OpenlD dialog box and Pinnacle Series will
authenticate your configuration.
* Use your SSO credentials to validate the authentication with your Openl|D

application. If your authentication fails, check that all the parameters are
matched up correctly and try again.

Configure OpenlD

lsentey Provicer URL |gsuer URW.../v1/authorize cientio Client ID 3

teyur  Bigning Key URL/.../.well-known/openid-configuration

Your |dentity Provider (IP) may require the following information to complete the setup:

Consumption URL: From URL:
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Admin Browser Configuration -
Exchange Web Services

* From within the Security & Authentication menu within the Pinnacle Series
Admin Browser mark the indicator next to Exchange Web Services, then
select ‘Configure’.

Security & Authentication [ ]

T
vl
Single Sign-On Authentication
Dbt e Bl g0
| el e mcla i Bt P8 S0 5 g el 18 0 A 1 ot Rt Al AR Ko it Gla A8
3 OpenlD e e
o N e e st et e e s T A @

« EWS or Exchange Web Services can be used if you have an on-premise
Microsoft Exchange Server or Office 365.

o This option does not support multifactor authentication, and MFA
must be disabled on the exchange service to work with Pinnacle
Series SSO.

» Specify your Exchange URL on-premise or Office 365 server and paste it
within the Exchange URL field in Pinnacle Series.
¢ Select Save to apply your configuration.

Configure Exchange Web Service

il =
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Need Support?

e Raise a support ticket

e Browse Knowledgebase Author: Eagle Point Software

: Support Team
Articles by Product Publish date: 23. 01. 2024

How can we help?

Welcome to the Eagle Point Software Support Center

Browse by Product
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